A growing realization exists that the use of information technology (IT) is needed to increase efficiency, enhance decision making, and enable changes for improving the performance of the health care delivery system. This article describes a major international employer's strategic plan to use IT in its Global Occupational Health Services department (GOHS) to reengineer the delivery of services through the development and implementation of an all inclusive electronic health care folder, as well as the development of other key applications.
The Worldwide Occupational Health Service Team...by leveraging our individual differences and areas of expertise, by sharing and truly cooperating, and by the innovative use of technology, we will be the leaders in our fields of practice (Sepulveda, 1998) .
HISTORY OF GOHS
In 1977, similar to most organizations, the highest technology for data processing equipment in this organization was the typewriter on the secretary's desk. In the 1980s, the stafftransitioned to "dumb terminals" connected to a mainframe for all processing. The company began to communicate through electronic means. Because there was inadequate access to other sites' data, ability to review and analyze information was lacking. Data were not centralized and there was a mixture of types of database systems (architecture) and technologies. The strategic plan for the medical applications was to: • Improve productivity and reduce cost by eliminating redundant development. • Establish a common environment and common skills. • Provide consistent recording for the Occupational Safety and Health Administration (OSHA) and other reporting agencies. • Gather information including OSHA and workers' compensation statistics.
DEVELOPMENT AND IMPLEMENTATION OF THE UNITED STATES HEALTH SYSTEMS
A solution to accomplish the strategic plan was needed as a foundation for the future. The solution needed to be consistent and have the same look and feel as the organization's information system. The GOHS had centralized two areas: The National OSHA Recording Center, which records the occupational injuries and illnesses for field employees located throughout the United States, and the National Employment Center (NEC). The NEC handles the post hire process and creates the medical records for new employees.
A mainframe application, the United States Health System (USHL), was developed in 1993 to achieve the strategic plan. Its main purposes were to: • Build a database for injury and illness information.
• Provide a status of OSHA and workers' compensation cases. • Track services and provide a utilization report. • Maintain a medical information database of employees' diagnoses and work restrictions. • Locate medical records across the United States.
DEFINITION OF THE PROBLEM
Changes in the structure of GOHS, and in the occupational health care environment in general, exposed limitations in the existing paper based health care record system. Cost justification for eliminating the paper health care record included: • Retrospective data analysis was difficult and time consuming. • High operational costs associated with the retrieval, local storage, and retention of health care charts to fulfill federal and state requirements.
222
• Need to continue to provide quality customer service with the decreasing allocated resources.
To provide GOHS with online access to the employees' health charts, the feasibility of an electronic medical folder (EMF) for GOHS United States employees was explored.
ELECTRONIC MEDICAL FOLDER PLAN AND ORGANIZATION
The GOHS development team was identified and the EMF project office was formed in May 1995. The initial core team included a project leader from the Human Resource's IT organization and a GOHS physician and nurse, as well as participation from a multidisciplinary team including local area network administration, server support, and security. An EMF planning session with representation from GOHS and IT was conducted for several purposes. These included:
• Reaching a consensus about the high level requirements for the EMF. • Defining components of the folder process. • Identifying potential legal issues, delineating business issues, and understanding operational linkages and interfaces. • Determining the target dates for the EMF development program. It is essential for the clinical users to participate in the design and use of the system to determine the requirements for the EMF. Review of existing medical jacket applications and benchmarking with other large companies was conducted (see the Table to understand the phases and responsibilities for users and IT).
ELECTRONIC MEDICAL FOLDER JUSTIFICATION
The justification for a feasibility study was based on the need to decrease the cost of doing business by increasing efficiency through reengineering GOHS operations. This became a necessity because the employee population was growing. Also, new work needed to be accomplished to provide international support. However, resources remained the same. Therefore, the year to year cost savings was not clear in the usual sense (i.e., reducing cost from year to year) but rather was associated with cost containment. Because increased staff would not be provided as a result of budget constraints, the work had to be streamlined to be able to do more with less. The company realized this project needed to be accomplished. It was difficult to determine the cost/benefit ratio of EMF because it was hard to quantify the benefits associated with electronic information. Electronic mail folders would provide the opportunity to consolidate sites by offering centralized services if needed. Reengineering brought the staff to a place where they had to examine what was being accomplished and how it could be delivered more cost effectively while continuing to provide quality service to customers.
COMPANY'S COMPUTING ENVIRONMENT
This project needed to be consistent with the existing corporate computing environment. Network com- puting was one of the strategic imperatives outlined in 1993 by the CEO. The company's environment moved from a mainframe to a client/server office strategy, shifting work from desktop personal computers to computers called servers. Internally, the move from a mainframe to a client/server office strategy facilitated shar-
Functions of a Document Management System
Document Image
• Manages large quantities of paper documents (e.g., medical records, client accounts, claims, drug approvals).
• Provides immediate, simultaneous access to multiple authorized users across multiple locations.
Clinical Image
• Provides management and distribution of diagnostic quality images for client care.
• Allows for remote diagnosis.
Workflow
• Manages distribution of images and work to improve business processes.
Computer Output to Laser Disk (COLD)
• Automates and manages archival of electronic data.
Document Management
• Manages creation, revision, and distribution of documents throughout an organization or within individual work groups.
Reprinted with permission from Russell (1997) .
ing of information among teams, provided support for remote and mobile employees, enhanced productivity for all employees, and provided more effective communication through use of multimedia. Placing new technology on employees' desktops was recognized as insufficient unless employees had the necessary skills to use them.
DOCUMENT MANAGEMENT SYSTEM
The Health Solutions marketing staff was contacted to help decide on an appropriate application for the project. It is important to remember that a document management system provides electronic access to information. However, it does not analyze information in the same way as a Clinical Information System (CIS). Based on GOHS requirements and budget constraints and because CISs are complex with many obstacles to resolve, it was decided a document management system (i.e., automated medical record) would be implemented as the initial step. This was needed to eliminate paper documents and increase productivity. (See the Sidebar on page 224 for functions of a document management system.) Also, because there is significant work in progress to establish health care informatics standards, use of a document management system positioned GOHS for implementation of a CIS as technology progresses and new standards emerge.
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FUNCTIONALITY OF THE SELECTED APPLICATION
IBM EDMSuite ImagePlus VisualInfo (VI) (product No. 5697-250, Research Triangle Park, NC), provides software allowing the user to input documents by scanning, faxing, importing files, or using the Lotus mail (email) interface. The user indexes the document/folder with unique information that allows for identification and retrieval. The document/folder can be electronically viewed, worked with, routed to an authorized user, and stored and retrieved from an online file room. Documents/folders are routed to a work basket to be processed. Also, notes can be added. The user can also output documents by displaying, printing, faxing, or exporting files.
RATIONALE FOR DECISION
The following factors were considered when choosing VI. This product is consistent with the company's computing strategy because it is a client/server product with the capability of running on a mainframe. This product is proven technology that has been well accepted worldwide and is available in seven languages-an important factor in achieving a global implementation of EMF. ImagePlus VisualInfo has approximately 1,800 customer accounts. For example, Vatican library uses VI to index manuscripts. This product will run "out of the box," but offers many options for customization. It allows for horizontal and vertical growth. It also has the functionality to manage diverse information: images, spreadsheets, graphics, word processing, audio, and video. The negative aspect of a document managing system is it provides for the creation of electronically stored text, but currently not for the processing of that text. The project team realized the transition from a paper medical record to an electronic medical record would be a culture change for the community and realized the importance of user acceptance. Unlike the implementation of USHL, in which the nurses had the responsibility to use the system, the EMF implementation would affect every member of the GOHS organization. A great deal of apprehension existed about implementing EMF because many users' computer skills were limited. In addition, many users were unfamiliar with the new technology. Cooke (1995) conducted a study to evaluate physicians' attitudes related to the use of a computer for medical recordkeeping. The data suggested that younger physicians with greater computer experience have a more favorable opinion of an electronic medical record (Cooke, 1995) . As a result, the need to obtain computer skills became an essential aspect of the job which would be tracked and measured. To encourage user participation, frequent communications occurred between the project team and the user community about status and for requesting user input. These communications also helped establish realistic expectations within the user community. In February 1996, a prototype of the EMF system was installed at a site in the Northeast region. This prototype helped to further define the requirements because the users could use the prototype to perform real work.
BACKFILE CONVERSION
Backfile conversion is a process that converts existing paper documents to electronic images. A decision was made to backfile records because a paper based system and an electronic system could cause confusion and potentially create a legal liability as a result of duplicate records for the same employee. Also, if the backfile conversion was not accomplished, productivity gains were decreased because of the need for staff to check both the paper and the electronic folder. Backfile conversion decision options included: • Modified batch scanning, the conversion of large volumes of documents to digital image using a high volume scanner. • The GOHS scanning a chart into the system when that chart was used. • Leaving the paper folders in the files and when the system is in production, used records or any new employees' folders would be scanned into the system. • Contracting for scanning resources.
A decision matrix completed by the sites provided the following information. More than 122,000 medical folders had been created for active United States employees with approximately 7,500 folders per site. It was estimated that the average number of pages per medical chart was 30, with 30% double sided. Therefore the total number of pages in the system was approximately 4 million. Eighty thousand medical records are pulled annually, averaging 110 records per site per week. The average number of applicant files processed by the NEC annually is 25,000. The average number of charts transferred annually across sites because of employee transfer is 12,000. The above numbers equate to 38,000 hours of handling by the GOHS staff, administration, and physicians and nurses annually.
A backfile conversion analysis was performed to determine the vendor resource providing the highest quality image at the most cost effective price. A sample folder was hand delivered to the vendor's office to test the quality of the image. When comparing the image with the paper folder, it was difficult to tell the difference. It was determined the best vendor, inclusive of cost for travel, set up, pilot, microfilm, scanning, and indexing, was 18.6 cents per image.
Backfile conversion procedures were developed and sent to the sites. It was decided that only active employee charts were to be included in the backfile conversion. Charts of retired employees were not backfiled. The sites were asked to prune the files to ensure only active employee folders were imaged because each extra page cost time and money. Many challenges were associated with the backfile conversion. Many variables could affect the time spent at one site. If the schedule was impacted early on, a domino effect resulted to all the sequential sites. To ensure confidentiality, the backfile conversion vendor and the vendor's employees signed a formal confidentiality agreement. In addition, all the backfile conversion work was completed within the GOHS facility, a restricted access area. The vendor microfilmed each document, which was then converted into an electronic image. Careful controls were set up to ensure every microfilmed folder was returned to the GOHS files. In summary, 4 million documents, approximately 25 to 30 years old, were converted to images in the 14 GOHS sites nationally while maintaining privacy of the data and a nondisruptive environment for the GOHS community.
BACKUP AND RECOVERY
A fundamental purpose of backup and recovery is to have a copy of the entire system, allowing restoration of the system in case of a disaster. This must be included in a comprehensive plan addressing not only disaster recovery, but also providing for regular and ongoing backups of data. A full backup of the EMF system is performed every 6 months and incremental backups of data are performed nightly. The use of redundant array of inexpensive disks (RAID) technology, which stores data on multiple hard disk drives, provides for greater access and reliability. In the event of a hard drive failure, this technology automatically switches to the duplicate drive. The EMF backup process also allows for the systematic transfer of inactive employee records to optical media for long term off site storage. Once archived it provides for retrieval of an employee's record within 2 to 5 days.
The strategic requirements for the future included: • Enough room for growth.
• Flexibility for balancing current and future requirements. • Ability to support 30 years archival requirement mandated by federal legislation, or longer if a state requires it. • Ability to add or delete sites in the future.
EMF GOALS AND OBJECTIVES
The EMF goals include: • Improved quality care through access of a medical folder by multiple users and access of records nationwide. This enables the physician and case manager to review a chart simultaneously and offers decision support. A few of the advantages include remote consultation on the management of a case and easily audited charts for quality assurance. • Increased efficiency in locating and storing documents and folders. An electronic chart or a document in a chart can be retrieved effortlessly at a user's workstation by searching on the key fields (i.e., an employee's serial number, an employee's last name) because all electronic documents and charts are available in the electronic fileroom. The GOHS staff can retrieve all relevant documents immediately when responding to employee's personal requests or telephone and written inquiries. • Decreased paperwork because all hard copy information is scanned or faxed in and out of the system. The electronic file room allows electronic routing, updating, and filing of folders. The only time information should be printed is to provide information to authorized external third party requests (e.g., employee request, subpoena). This eliminates paper storage needs and costs associated with storage for medical records. However, even though in theory a paperless office seems plausible, in reality, users continue to print information they believe is relevant and important. Thus, paper remains part of the office environment. • Ability to search folders by key attributes and keyword search in the document notelogs. • Data integrity. In EMF, the delete option of the system has been removed. No information can be altered or deleted. With paper, the potential exists to change or lose information. • Creation of an electronic care record that provides a permanent audit trail for medical information. A company must be prepared to defend itself in court if it is sued for alleged medical reasons. Electronic charts significantly reduce the potential for misplacing records. Thus, misplaced charts and the frustration and time associated with locating a chart is no longer a problem. This could be a major problem in case of a lawsuit. Electronic medical folders eliminate filing errors by running an electronic check on serial number and social security number on a periodic basis after all charts have been backfiled. • Elimination of clerical tasks and associated costs.
With EMF, an administrative staff member can scan the mail and the third party information and index the information to the correct electronic folder. The information can also be faxed into the system. This process has increased productivity by decreasing manual intervention and paper handing. • Ability for easier and safer transfer of employee folders. An employee's folder is transferred electronically to another site or archived, eliminating the potential for losing a chart that existed with the paper medical record. • Ability to operate remotely, which increases flexibility and allows for the potential further consolidation.
With the implementation of EMF, the GOHS organization can consolidate sites if resources decrease and still have the means to provide quality case management services because they have access to employees' electronic medical folders. • Decreased amount of time required for manual documentation. • Provision for a legible medical record. • Enhanced data security. In the event of a disaster with a paper medical folder, all data are damaged or destroyed. However, with EMF data, multiple backups exist.
ELECTRONIC MEDICAL FOLDER CUSTOMIZATIONS
The customizations to the VI product needed to meet GOHS requirements were prioritized. The following were determined to be the highest priority: • A need to have demographic data received from the Human Resource Database and occupational injury information from the USHL database retrieved automatically from the host. This saves the user time and effort and increases the validity of the information because typographical errors are avoided. • A need for the Medical History Notes Summary to organize in chronological order all activity that has 226 occurred in the employee's medical folder for access to an easily available complete medical history. • A need for folders to be transferred among sites. EMF automates the electronic transfer of folders from one site to another to accommodate the many instances in which employees change work locations or new employee records are created. • For security reasons, a need to have an audit log which records each user access to a folder or document and which alerts the centralized security person automatically if there is an unauthorized user.
USER EDUCATION
An education plan was developed through the company's education department providing approved classes to employees throughout the United States. This class was limited to occupational health personnel and was available at the GOHS site 1 month before EMF went online at that site. The class timing was scheduled in close proximity to the production date for more effective application of the training. In class, each student had an individual client workstation linked to the test server. An EMF reference manual was developed containing complete information about EMF and included a user's guide providing detailed instructions with screens on how to navigate through the EMF application. At the request of the users, an EMF quick reference card was also provided. It was decided each site would send an educational representative to the prototype site to leam the application. The representative had the responsibility to train colleagues to use EMF. To accomplish this training, each site was provided with a client workstation linked to the test server with access to the training folders. The goal was for users to have familiarity with the system prior to the class, based on the belief that users learn best by using the system. The first class was held in January 1997.
ROLLOUT PLAN AND BACKFILE CONVERSION
The EMF development and implementation required a massive amount of planning, coordination, and organization for the 1997 rollout. The following were required for successful implementation: • Technical infrastructure in place (servers deployed and client machines ready). • Paper charts prepared and imaged for all sites.
• Backfile conversion completed with images loaded into VI and audited. • User education. • Correction of errors previously identified by the backfile conversion. In spite of hardware and software problems, all sites were in production by the end of 1997. Also, during 1997 and 1998, development continued on GOHS's requirements, such as automated indexing, an archive process to allow the systematic transfer of inactive employees' records to optical media, and Year 2000 compliance.
SECURITY
The issues of personal health data privacy and confidentiality were a major concern in the development and implementation of the EMF. From the beginning the project team emphasized usability and productivity. However, the highest priority was privacy. While other applications deal with highly sensitive information, medical data require special attention because the data deal with the privacy of individuals. This aspect of security methods and privacy of information is discussed in a detailed white paper published by the team (Kolek, 1998) .
PROBLEMS AND ISSUES Client Support Problems
Two factors introduced complexity into the installation of the client workstations: • The need for communication with 14 different information systems departments from sites throughout the United States. • The level of expertise varied by location requiring tailored communication and occasional additional training.
Hardware Issues
The hardware equipment required upgrade to a 3.24 GB hard drive. In addition, RAM was increased to 64 MB and the processor was upgraded to 200 MHz to handle the volume of the folders.
Learning the System and Training
The following issues were identified: • Need to allocate time to practice on the test system. • Users were afraid if they made errors, the information would be destroyed. • Medical director and management commitment and support for training. • User accountable for the project's success or failure.
State Requirements and Use of Electronic Signature
In 1995, the company legal department contacted several state departments of labor and was advised the state would defer to OSHA recordkeeping requirements in this area. Federal OSHA does not require hard copy medical records and approves of electronic records. This issue was resolved with the passage of the Health Insurance Portability and Accountability Act of 1996 (U.S. Congress, 1996) which promotes electronic claims processes and creates a timetable for establishing privacy and standards for electronic medical records and penalties for infractions. This reform law also sets standards for electronic signatures which preempt state laws (Borza, 1996) .
CONCLUSION
The following has been achieved: • Electronic medical folders have been recognized as "Best Practice" by the American College of Occupational and Environmental Medicine (ACOEM). A feedback report from a site visit for the ACOEM Corporate Health Achievement Award stated: "the newly designed optical medical record sets a new standard in both record management and security" (Yarbourough, MAY 2000, VOL. 48, NO.5 The electronic medical folder project described in this article is an interim step toward a full electronic medical record. It is the beginning ofan information journey to enable growth as technology, standards, and resources permit. personal communication, 1998 ). • The GOHS is now positioned to use evolving technology and standards. • Post hire charts are electronically sent to sites, resulting in increased efficiency. • The GOHS has effectively incorporated web technology in support of its processes. Two excellent examples of this are:
The GOHS Home page. This site has 2,000 hits per month. The organization is using this tool to educate the employee community because it is accessible to all employees. It provides "one stop shopping" for information on GOHS services, as well as offering resource information and self assessment tools to assist employees in becoming more effective health care consumers. The GOHS Workroom. This workroom resides on the Lotus system and each staff member has access to it. This has proven to be an excellent tool for interactive information sharing on a variety of GOHS topics, providing a reference library and a more efficient way to communicate. Instead of sending email to everyone, the item or reference is posted in the workroom for discussion.
SUMMARY
According to Waegemann (1997) :
As of now no vendor, hospital, or otherentityoffers a computer based patient record system which is totally paperless and conforms to the vision of the electronic patient record as outlined in the Institute of Medicine's initial report on CPRs [computer based patient records].
The EMF project described in this article is an interim step toward a full electronic medical record. It is the beginning of an information journey to enable growth as technology, standards, and resources permit. Though the journey has not been without problems, a flexible system now exists as the passport to the future (see the Sidebar on page 228 for the current applications available to the GOHS user). This project was only accomplished through a total team effort which included the: • Initial requirements.
• Pilot test.
• Prototype which allowed physicians and nurses to input their recommendations. • Education plan designed. developed . and conducted by the team at four sites nationally. • Backfile conversion. • Custornization of the software to meet specific GOHS requirements of privacy. audit readiness. and consistency for litigation. For future occupational and environmental health nurses. the requirements for charting in a health record will change and there will be procedures to record treatment and outcome data. Health care organizations capable of providing objective measurements for quality of care and clinical outcome data on demand will survive in the corporate environment. When issues of security. confidentiality. and standards have been resolved. the Internet and the World Wide Web will be the vehicle of choice to provide access to clients' health records. Information will be universally available to authorized users, and health care providers will be able to collaborate and improve quality of care . However. unless occupational health care organizations incrementally prepare for the speed at which technological advances occur, the ability to transition to new technology will be unattainable.
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